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*Mar 1 00:12:45.331: %LINK-3-UPDOWN: Interface GigabitEthernet®/1, changed state to down
~timestamp ~facility ~sev “mnemonic  “description

severity 0..7:

0 emergency 1 alert 2 critical 3 error 4 warning 5 notification 6
informational 7 debugging

'"Every Awesome Cisco Engineer Will Need Ice-cream Daily'

where messages go: console (default) - buffer (show logging) - terminal (terminal monitor)
- SERVER

NI N TR TV = {Tlevel ) [logging trap].((debug]) BN DN 7 1NN DN 0 [facility-severity-mnemonic ]|

aR1Yp)

(N1'n2 NYNW) NWH — 2

R1(config)# logging 10.1.1.100 <- send to syslog server (also: logging host
10.1.1.100)

R1(config)# logging trap warnings <- levels 0-4 only (default: informational =
0-6)

R1(config)# service timestamps log datetime msec
R1(config)# logging source-interface Loopbacke
R1# show logging <- buffer + settings

R1# debug ip icmp <- level 7 messages, live. 10 seconds, then:
R1# no debug all

T'NDNI2DYNNN N2 7 AN = A7'w 2026-1 N2'w 2023 N1'N2 — {ip ) [logging

[-no debug alll-1 NI"W 10 .pIN1 2NN ,A¥IN 2IDAPN = 1IN 2N DY -2 ID'W A
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[1910 |NTN — [Loopback -1 [NTP] 3

R1# show clock

*¥00:14:02.115 UTC Mon Mar 1 1993 <- no NTP: every reboot starts in 1993
R1(config)# ntp server 10.1.1.100 <- client

R1(config)# clock timezone IST 2

R2(config)# ntp master 3 <- R2 is the server (stratum 3)

R1# show ntp status
Clock is synchronized, stratum 4, reference is 10.1.1.100
R1# show ntp associations

R1(config)# interface Loopbacke

R1(config-if)# ip address 10.255.255.1 255.255.255.255 <- never goes down
R1(config)# ntp source Loopback®

R1(config)# logging source-interface Loopbacke

-2 71PN — 2NN YW V2PN N2INDN = [Loopback | .'NIONN [IVWNN PNIN = QRN 1921190 = |NT D2 A
/SNMP | [syslog]|,[NTP]

(n1'n2 nHxw) D'wAn 2 NN — (o - 4

R1# show cdp neighbors
Device ID Local Intrfce Holdtme Capability Platform Port ID

S1 Gig o/1 158 SI 2960 Gig 0/1
R2 Gig o/@ 142 R C4331 Gig 0/0
R1# show cdp neighbors detail <- + IP address, IOS version

R1(config)# interface go/0/@

R1(config-if)# no cdp enable <- toward the ISP: don't advertise model + IOS to
strangers

R1(config)# no cdp run <- globally off

R1(config)# 1ldp run <- the open standard (802.1AB) — works with non-
Cisco

R1# show 11dp neighbors

J1'w 2023 N1'N2 .N2IND ,DAT, LIS NT'RI 12NN 'N DAY PN = [LLDP |.57TNN N2 pivT, 1252 =
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AITNY L'12M .5

R1# show version <- model, IOS version, uptime, flash size, config-
register
R1# show flash <- the I0S image file

I backup to TFTP (UDP 69 — ping the server first!)
R1# copy running-config tftp:

Address or name of remote host []? 10.1.1.100
Destination filename [rl-confg]? R1l-backup.cfg

! restore

R1# copy tftp: running-config

I simplest backup: show run -> copy/paste to a text file (Tera Term / PuTTY log)

I I0S
R1# copy flash: tftp: <- backup the image
R1# copy tftp: flash: <- new image
R1(config)# boot system flash:<image> <- which one to boot
.LOpPLY :0IWD DN .OTIP — HwD1wd LPY J1'w 92 1199 121
NN NYIN YNIn nD — (we)-1 .6
manager (PRTG / Zabbix) <---- GET / SET ----> agent (router, switch)

<---- trap ---------- "interface down!'
ports: 161 (get/set) 162 (trap)

MIB = a tree of everything the device knows. OID = an address in the tree
1.3.6.1.2.1.2.2.1.10.1 = ifInOctets on interface 1 (bytes in)

vl/v2c: community string ('public' = read, 'private’' = write) — in clear text
v3: user + authentication + encryption

R1(config)# snmp-server community NetMon RO <- read-only
R1(config)# snmp-server host 10.1.1.100 version 2c NetMon
R1(config)# snmp-server enable traps

[up/down] [CPU],0119 939 0D 2NN §72 :D'RIN NN .N2IND YV VITID PN = ORI 9NN =
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MIND NDaIT

nHNWN

DYDIY 'TD DMITAN NN .NANT KD TN AR .NI'92 DINNIN D'NYD WIDY 991 NYPO0I 1IYWPN R1] 2N)
?NNINN D2P' INY'N (3) |12 |NT DY (2) INYWN NYTINN (R) :NNIN

TVYX NN TVX |NNDN

-[clock timezone IST 2]-[ntp server 10.1.1.100]:NT— DTIP (2) .1

JN'NN — [show clock] [msec|[service timestamps log datetime]|

[LINEPROTO-5 |%-1 [LINK-3]%) [1ogging trap notifications|-[logging 10.1.1.100):NWI — (N) .2

o119 PYNN DR DA RXN NVYTINNY — [logging source-interface Loopbacke].(D'192

— [snmp-server enable traps|-[NetMon|2C [snmp-server host 10.1.1.100 version|:NININN — (a) .3
[SMS /9N N'NINW 110N NNWY [trap 1inkDown |

-N NwA - |NT DY [syslog - N2 NYTINN — PWNN YV [shutdown/no shutdown | :NIN'X 4
[ SNMP ]

AWPNNY TWONI — '03:05,02:31,02:14-2 991 = NMW2 |NI'N + [R1]-2 ApI2 ANt .5
.D"IN1 DY N'POHOI

- {ip}» [Togging]- [ntp server]:N2'D NITIPD WIIW [.SNMP trap| — [syslog)| — [NTP |- N2IWUN

[ .snmp-server host]|

NN'D2 D'PTI2 DNNY 199 729 NND — D'S'2n

210.1.1.100 N5 DINI' N1DNHY NTIPoN .1

ANIN NT NN ?[severity] ?[facility | — [ LINEPROTO-5-UPDOWN |% .2

?NIN9WI NINY 19'N — [Togging trap warnings|.3

270N NN .1993 NN 4

?(stratum 4]9IN [stratum 1].5

7M1pnd nno .6
?(105 I DY IPO'D DDW NIANW NTIPON .7

?N'PDOY PYNNN DY [no cdp enable| NNY .8

NprT2an .Lpw2 plUBY [:copy running-config tftp].9

trap]| 21N [GET].10
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21NN TR W'Nnt,N1'na NIYNY 3 ,09WN DY NITpPs 10 :n1ONN

- [OSPF-5-ADJCHG |% - [ LINK-3-UPDOWN |% - CONFIG_I-[SYS-5|% [syslog | NIVTIN 4 INIVD []
0P NN [severity] [facility | — LOGIN_FAILED-4-SEC_LOGIN%

MTO .(NNINN - [NI' - [NT) NITIPD NINIP 3 — N9'92 9911w 2N) :W'NN

72592 V99NN NADIBILN NR NN (NN2INNN) [show cdp neighbors

(NN MIY'w2 NN'WA) NNN 929 0OWN — nImps 10

phwinw 25w Y0 nno —Han

JN2'TNN 7-0 12N — NINON YW 0OWNN

1Y —17 2026 - N2 2023 - 71 2023 :N1'N2
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(nTIPpD YD) NI'NT - NNV - 21W'N
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NNINN
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LYY (ip) [Tlogging] .1

NNNNN—7I80 .2

?[syslog

MAN IR 19D [NTP] .3

MINK 99N019 92,09 51 1y — N'DXY NPT TIY

2N HYw —[copP .1

D'NAIN |I9'D

q¥p 1200 nhan nMay
(UDP 514 1) NOw [buffer |, I01Ip — [PNNN NIYTIN | Syslog noyn i
debugging|7 ...[emergency |0 | Severity nnIN NN
stratum|,(UDP 123]— |lyw |ND1D | NTP InT Yip1ono
nyIap N2IND — 9911 XYW A1 pwnn | Loopback nNY1Y pwUnn
[PN /[Cisco]— LD NT'KY 12NN 'n | COP / LLDP DDV '19'A
UDP 69— [I0S -1 nNI¥N tnw/1aa | TFTP NLIYD D'N¥2P N2YN
MIB/OID|— 161/162 — [GET/SET/trap| | SNMP nwn hinn
YV2 N2IND = [0ID | — [pNnn Yw Daiman yy | MIB "IN YyT'n TOD
npnynd

O1Ipin 1D02
400 TINY - NTP — ENSA 10.3 -

396 TINY - LLDP Overview — ENSA 10.2.1 -
390 TINV - CDP Overview — ENSA 10.1.1 -

DN'N TI2VIYW D'X2pP
ENSA_Module_10.pptx «

Syslog.docx «

8.1.2.5 Packet Tracer - Configuring Syslog and NTP.pka «
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10.1.5 Packet Tracer - Use CDP to Map a Network.pka ¢
10.6.10 Packet Tracer - Back Up Configuration Files.pka ¢
10.4.10 Lab - Research Network Monitoring Software - ILM.docx e

"oWn a' N2OW - CCNA4U.NET - 21wpn NnNan
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